VindopMaloHHast IAMATKA [/ HeCOBEPIIIEHHO/IETHHX I10 BOMPOCaM
Kr0ep0e30nacHoCTH

B ceT «VIHTEepHeT»

KomMnboTepHbie BUPYChI

KoMrbloTepHbIli BUPYC - 3TO Pa3HOBUJHOCTh KOMITBIOTEPHBIX MPOrpaMM,
OT/IMUXTEeTbHONM 0COOEHHOCTHIO KOTOPOM SIBJISIETCSI CIIOCOOHOCTh K pPa3MHOXKEHUIO
(komupoBaHWIO). B gomosHeHWe K 3TOMY, BUPYCbl MOTYT TOBpeAUTH WU
TIOJIHOCTBI0 YHUUTOXKUTh BCe (paiiyibl U [JaHHbIe, MOAKOHTPO/IbHbIE TI0/Ib30BaTeO,
OT UMeHHU KOTOpOTro Oblsia 3arylrieHa 3apa)kéHHasi IPorpaMMa, a TakyKe TIOBPeUTh
WIW [laXKe YHUUYTOXXUTh OTNepaliMOHHYI0 CUCTeMYy CO BCeMM (pailiamu B LiesioM. B
OOJIBIIIMHCTBE C/TyyaeB PacpOCTPAHSIIOTCS BUPYChI Uepe3 UHTepPHeT.

MeTopap! 3a11{UThI OT BPEeJOHOCHBIX IPOrPaMM:

1. Wcrnonb3y CcoBpeMeHHbIe —OIepaljMOHHbIe CHUCTEMbl, HMeRIHe
CepbE3HBIN YPOBEHb 3all[UThI OT BPEJOHOCHBIX MTPOrPaMM;

2. [TocTosiHHO ycTaHaB/ivMBal TmaTyd (LU(pOBBIE 3arylaTKW, KOTOpPBIE
aBTOMAaTHWYeCKH YCTaHaB/MBAIOTCS C Liefbl0 A0pabOTKM TpOrpamMMbl) U [Ipyrue
oOHOB/IEHUSI CBOel orepal[dOHHOW cucTemMbl. CKauMBakl WX TOJILKO C
obpurmanbHOro cara paspaborumka OC. FEcm CymecTByeT  PeXXUM
aBTOMAaTH4YeCKOro 0OHOB/IEHUS], BK/TFOUH €T0;

3. PaboTaii Ha cBOeM KOMITbIOTepe M0/l TMpaBaMy TO/b30BaTesis, a He
a/IMUHUACTPATOpa. OJTO He TI03BOJIUT OOJIBIIIMHCTBY BPEAOHOCHBIX TPOTPaMM
VIHCTa/UIAPOBAThbCSl HA TBOEM I€PCOHA/IbHOM KOMIIBIOTEpE;

4. Vcronb3y aHTUBUPYCHbIE TPOrpaMMHbIe TMPOAYKTbI U3BECTHBIX
TIPOU3BO/IUTE/IEH, C aBTOMaTUUeCKUM 0OHOB/IeHHeM 0as3;

5. OrpaHnub (U3UUECKUM [JOCTYN K KOMIIBKOTEPY JJii TNOCTOPOHHMUX
L,

6. Mcrnonb3y BHEIIHWE HOCHMTeNM WH(POpPMAalUM, Takue Kak (Quiellka,
MVCK Uy ¢ann u3 VHTepHeTa, TOMBKO U3 TPOBEPEHHBIX UCTOYHUKOB;

7. He oTKpbIBaii KOMIbIOTEPHbIE (paii/ibl, MOTyYEHHbIE U3 HEHAAEKHbIX
HMCTOYHUKOB. [laxke Te (paii/ibl, KOTOpble MPUC/Ia/] TBOM 3HAKOMBIM. JIyullle yTOUHU

y Hero, OTIIPaBJIsiI I OH Tebe ux.

Cerun WI-FI




C nomompbio WI-Fi MOXXHO TmMoOmyunTh OecrlaTHbI WHTEPHET-JOCTYI B
o0ITIeCTBeHHBIX MecTax: Kade, oTe/siX, TOPrOBBIX IIeHTpaxX U a3poroprax. Tak xe
SIB/ISIETCSI OTJIMYHOM BO3MOXXHOCTBIO BbIXOZi@a B MIHTepHeT. Ho MHOrve sKcrnepThl
CUMTAaloT, uTo 0b1IegocTynHbIe WiFi ceTu He siB/sitOTCS1 6e30macHbBIMHU.

CogeTbl 110 0€30MacHOCTH PadoThI B 001IeA0CTYMHBIX ceTsax Wi-fi

1. He mepezmaBaii cBOIO JMUHYIO WHGOPMAIMIO yepe3 0011[eJ0CTYITHbIE
Wi-Fi cetu. PaboTtasi B HUX, >Ke/laTeJIbHO He BBOAUTDH TMApO/M JOCTyTa, JJOTUHBI U
KaKHe-TO HOMepa;

2. Wcnonb3yit © 0OHOB/ISIM aHTUBUPYCHBIE TIPOrpaMMbI U OpaHAMay3p.
Tem cambIM Thl 00€30TacHIllb cebs OT 3aKauKy BUPYyCa Ha TBOe YCTPOUCTBO;

3. [Tpu ucrnosnb3oBannyd Wi-Fi otkmoun dyHKIm0 «OO6Imii 10CTyTT K
dalinam u mnipuHTepam». [laHHasi (PYHKIUSI 3aKpbiTa IO yMOJIYaHUIO, OZJHAKO
HEKOTOpbIe TT0/Ib30BaTe/T aKTUBUPYIOT eé /I/isl y100CTBa MCIOb30BaHUS B paboTe
unu yuebe;

4. He ucnons3yii myosmuuneii WI-FI qis mepejauv JTMUHBIX JJaHHBIX,
Harnpumep, AJ1s1 BbIX0/a B COLIMAa/IbHbIE CETH WJ/IW B 3JIEKTPOHHYIO TI0UTY;

5. Vcrionb3yli TOMBKO 3aiuilieHHoe coenuHeHue yepe3 HTTPS, a He
HTTP, 1.e. ipu Habope BeO-a/ipeca BBOAW UMEHHO «https://»;

6. B mMo6unpHOM Tenedore oTkmoun GyHkImio «[Toakmouerue K Wi-Fi
aBTOMaThuecKn». He aomyckad aBTOMaTMUeCKOro MOJAK/IHOYEHUs YCTPOMCTBA K

cetsm Wi-Fi 6e3 TBoero coriacus.

ConuaabHbIe CeTH

CouMasnbHasi CeTb - 3TO CaT, KOTOPBIN MPeA0CTaB/sieT BO3MOXXHOCTh JIFOJISIM
OCYILL[eCTB/ISATh 00IleHue Mexay coboii B uHTepHere. Yailje Bcero B HUX [JIs
KaKJOro 4YejioBeKa BbIJIe/sIeTCS CBOsI JIMUHasi CTpaHWYKa, Ha KOTOpPOW OH
yKasbiBaeT 0 cebe pa3inyHyr0 MHPOpMAaLMIO, HauWHasi OT UMeHU, dhaMuiud u
3aKaHYMBasi IMYHbIMU (poTorpadusiMu. MHOTHe TI0/Ib30BaTeI He TIOHUMAIOT, UTO
vHbopMaIusi, pa3MellleHHass UMUA B COLIMA/IbHBIX CeTSIX, MOXKET ObITh HaliJleHa U
WCTO/Ib30BaHa KeM YrogHO, B TOM uuc/e He 00s3aTesibHO € OslaruMu

HaMepeHHUsSIMU.

OcHoOBHBIE COBETHI 10 0e30MaCcHOCTH B COLMA/TbHBIX CETHAX:
1. OrpaHuub CIUCOK fpy3eil. Y Tebs B [py3bsX He [O/DKHO OBITb

C/TyYalHbIX U He3HAKOMBIX JIFOZEH;



2. 3aluiiai CBOK YaCTHYIO »KM3Hb. He ykasbiBal maposi, Tesie()OHbI,
azpeca, [JaTy TBOeEro pOXJeHUsT U JAPYyryl0 JIMUHYI0 UH(OpMaLUIo.
3/1I0YMBIIIJIEHHUKU MOTYT MCIOJ/Ib30BaTh JlaXke WH(MOOPMaI[|Io O TOM, KaK Thl U TBOU
PO/IUTe/NH TJIaHUpYeTe MPOBeCTH KaHUKY/IbI;

3. 3aluiraii CBOI0 peryTaljyio - JIep)KHu ee B UHMCTOTe W 3a/laBaii cebe
BOMPOC: XOTes1 Obl ThI, UTOOBI ApYTHe T0/Ib30BaTe/N BUJI/U, UTO Thl 3arpy’Kaelllb?
[MTomymait, TipekJe ueM 4To-TO OIyO/IMKOBaTh, HAMMKUCATh U 3aTPy3UTh;

4. Ec/ii Tbl TOBOPHILIL C JIFOJbMH, KOTOPBIX He 3Haelllb, He UCTIOIb3yU
CBOE peasibHOe UMSI U APYTYH0 JIMUHYI WH(OpPMAalWU: UM, MECTO >KUTe/bCTBa,
MeCTO yueObl 1 ITpouee;

5. 36eraii pa3mertienus ¢ororpaduii B IHTEpHeTe, Te Thl U300pa’keH
Ha MECTHOCTH, 110 KOTOPOI MOXXHO OTpe/ie/IuTh TBOe MeCTOIOI0XKEeHUE;

6. [lpu peructpanuu B COLMAIBHON CeTH HeoOXOAMMO WCII0/Ib30BaTh
CJIO’KHBIE TIapPOJIU, COCTOSIIIMe U3 OYKB U LIU(P U C KOJIMUeCTBOM 3HAKOB He MeHee
8;

7.  [Ing coiyanbHOM CeTH, TIOUTHI M JIPYTHX CaMTOB HeoOX0oAuMO
WCTIOJTb30BaTh pasHble maposid. Torga eciy Te0si B3/IOMaroT, TO 3/I0YMbILIJIEHHUKU

MoJiyyaT JJOCTYI TOJIbKO K OIHOMY MECTY, a He BO BCe Cpa3y.

JJIEKTPOHHbIE IeHbI'H
ONeKTPOHHbIE JeHbI'M — 3TO OUeHb YJOOHBINA Croco0b TuiaTe)keid, OFHAKO

CyLLIeCTBYIOT MOLLIEHHUKH, KOTOPbIE XOTSAT MOTYUYNATh 3TU I€HbIU.

ONEeKTPOHHbIE [JeHbI'Y MOSIBUINCh COBCEM HeZJaBHO U UMEHHO M3-3a 3TOTO BO
MHOTMX rOCyZapCTBax [0 CHUX MOP He MPOMKUCAHO NP0 HUX B 3aKOHAX.

B Poccum xe oHM (DyHKIIMOHUDPYIOT U O HUX y>Ke MPOIKCAHO B 3aKOHe, Tje
VX pa3fessitoT Ha HeCKOJIbKO BUJIOB - aHOHMMHbIe U He aHOHUMHbIe. Pa3Huila B
TOM, UTO aHOHHUMHBbIE - 3TO Te, B KOTOPbIX pa3pelllaeTcs MPOBOIUTh orepaijuu 6e3
WJeHTU(PUKALIMKM TI0/Ib30BaTe/isl, a B He aHOHUMHBIX HWJIeHTU(HUKAL[UU
T10/1b30BaTeIsl sIBJIsieTCsl 00s13aTeTbHOM.

Takke «cefyeT pas3idyaTb 3/€KTPOHHbIe (pUaTHbIE [eHbrM (paBHbI
roCyZlapCTBEeHHbIM Ba/Il0TaM) W 3/IeKTPOHHble He(uaTHble [eHbrd (He paBHBI
roCyZlapCTBEHHBIM BajltOTaM).

OcHoBHBIE COBETHI 10 0e30macHoi padoTe ¢ 3/IEKTPOHHBIMU ieHbI'aMU

1. [TpuBs>KU K cueTy MOOWIbHBIN TeseoH. ITO camblii y0OHBIN U

ObICTpPBIM crocob BOCCTAHOBUTH [JOCTYM K cueTy. IIpuBsizaHHBIM TesedoH



TIOMO>KeT, eC/v 3aly/elllb CBOM IJIaTe)XHbIA TapoJib WIK 3alifielllb Ha CalT C
HE3HAKOMOI'0 YCTPOWCTBa;

2. Wcnonb3y onHOpa3oBele maposu. [locie mepexoza Ha yCUIEHHYHO
aBTopu3aluio Tebe yxxe He OyJeT yrpokaTb OMACHOCTb KpakM WM TepexBaTa
TJIaTeXKHOT'O MapoJis;

3. Bbi0bepy CloKHBIM Maposib. IIpecTyrHuKam OyzeT He TIPOCTO yrafaTh
CJIOKHBIM Taposnb. HajexHble mapos — 3TO IapoJid, KOTOpblE COZep)KaT He
MeHee 8 3HAaKOB M BKJ/IIQUAIOT B Ce0si CTPOUHbIe U TIPOMMCHBIE OYKBBI, IUGPHI U
HECKOJIbKO CUMBOJIOB, TaKMe Kak 3HaK Jlo/ijlapa, (hyHTa, BOCK/IULIATe/TbHBIN 3HaK U
T.11. Haripumep, StROng!;;

4, He BBO/JIM CBOM JIMUHbIE JdHHBIe Ha CaﬁTaX, KOTOPBIM He NOoBepsellb.

JJIeKTPOHHAas NoYTa

ONeKTPOHHas IoYTa — 3TO TEXHOJIOTHS U TIPeloCTaB/sieMble el YCIIYTH 110
repecbUIKe U MOy4YeHUI0 371eKTPOHHBIX CO00IlleHrH, KOTOpbIe pacrpefesisitoTCs B
KOMITbIOTepHON ceTU. OOBIYHO 5/IeKTPOHHBIM TIOUYTOBBIN  SILIUK  BBITVIAJUT
ciefyroiyM 06pa3om: UMsI_ToJib30BaTesi@uMsi_jioMmeHa. Takke KpoMe repejauut
MPOCTOr0 TEKCTa, UMeeTC sl BO3MOKHOCTh Mepe/laBaTh (Paisibl.

OcCHOBHBIE COBETHI 10 0e30MmacHoi padoTe ¢ 3/7IeKTPOHHOM MOYTOM:

1. Hazmo BbiOpaTh TpaBWIbHBIN TIOUTOBBIN cepBUC. B VHTepHeTe ecTb
OTPOMHBIN BHIOOD OeCTIaTHBIX TTOUTOBBIX CEPBHCOB, OJHAKO JIyUllle JOBEPSATh TEM,
KOT'0 3Haelllb U KTO TepPBbIM B PEUTUHTE;

2. He yka3biBali B JIMYHOM MOYTe JUUYHYHO HMH(popmauuioo. Hampumep,
nyuiiie BbIOpaTh «My3bIKa/lbHbIN_(haHaT@» win «pok2013» BMecTo «TeMal3»;

3. Vcrnonb3yu ABYX3TalHYH aBTOPU3aLMi0. JTO KOrJa MOMHUMO Maposis
HY>KHO BBOJUTb KO/, MpHCbUIaeMbiv 110 SMS;

4. Beibepy CIOXKHBINM 1Maposb. [ KaXKA0ro MOUYTOBOrO SIUKa JA0JDKeH
OBbITH CBOM Ha/le)KHbIN, YCTONUMBLIN K B3/IOMY T1apOJib;

5. Ecnu ecTh BO3MOKHOCTb HanucaThb CaMOMYy CBOM JIMUHBIA BOIIPOC,
VICTIO/Ib3YHU 3Ty BO3MOXXHOCTB;

6. Vcnonb3yd HECKOJIbKO TIOYTOBBIX SILUKOB. IlepBbI /i1 4aCTHOU
TIepervcKy C aipecatamu, KOTOPbIM Thbl J0OBepsielllb. JTO 3JIEKTPOHHBIA afipec He

Ha/I0 UCII0/Ib30BaTh TIPU PerMCTPaLiuM Ha popymax U caiTax;



7.  He oTkpbIBali (ailsibl U Jpyrue BJIOXKEHUSI B MMCbMax JjaXke eC/id OHU
TIPUIIUTA OT TBOWX Apy3ei. JIyullle yTOUHU y HUX, OTIIPABJIS/IA JIU OHU Tebe 3TH
(daunnbr;

8.  Ilocne okoHuaHus paboThl Ha MOYTOBOM CEpPBHUCE Tepe] 3aKpbITHEM

BKJ/IaJIKM C CAiTOM He 3a0y/Ib Ha’KaTb Ha «BBIATH».

KulepOy//IMHT WiIK BUPTYA/JIbHOE W3/IeBaTe/IbCTBO
KubepOy/iMHr —  TipeciieioBaHWe  COOOIIEHUSIMHM,  COJEep Kall[iMU

ockopbJieHus, arpeccuio, 3aryTyBaHuUe; XY/TUTaHCTBO; colyanbHOoe
OOMKOTUPOBaHME C TIOMOIIBIO Pa3/IMYHBIX UHTEPHET-CePBHUCOB.

OcHoOBHBIE COBETHI 10 00pbL0e ¢ KndepOy/I/IMHIOM:

1.  He O6pocatics B 6oii. Jlyummii crioco6: MOCOBeTOBaThCS KakK ceOst
BeCTU U, eC/Id HeT TOro, K KOMY MOKHO OOpaTUTbCs, TO BHayajie YCTIOKOMThCS.
Ecmu Thl HauHelllb OTBeYaTb OCKOpOJIeHUSIMU Ha OCKOPOJ/IeHHsl, TO TOJIBKO elle
GoJibIlie pa30XOKellb KOH(IIUKT;

2. Ynpagssii cBoeli KubeppenyTalyel;

3. AHOHUMHOCTH B ceTH MHUMasi. CyllleCTBYIOT CITIOCOObI BBISICHUTh, KTO
CTOUT 32 aHOHUMHBIM aKKayHTOM;

4. He cTout BecTu Xy/aUraHCKui 0b6pa3 BUPTyanbHOU KHU3HU. VIHTepHET

dbuKcHpyeT Bce TBOU [eWCTBUS U COXpaHseT UX. YAaIuTh UX OyZer KpaiiHe

3aTPY/JHHUTE/IbHO;
5. Benu ce0st BeXK/IHMBO;
6. WrHopupyii eauHWYHbIA HeratuB. O/HOpa30Bbie OCKOPOUTE/bHBIE

COOOII[eHUs1 JTydille WTHOpPUpOBaTh. OOBIUHO arpeccdsi TIpeKpaijaeTcss Ha
Haua/IbHOM CTaJIuy;

7. BaH arpeccopa. B nporpammax o6MeHa MrHOBEHHBIMH COOOITIeHUSIMH,
B COLMATBHBIX CETSIX €CTh BO3MOKHOCTb OJIOKUDOBKHM OTIPaBKH COOOIIEHUI C
ornpe/ie/IeHHbIX aJ|pecoB;

8. Ecmu Tel cBUzeTenb KubOepOyrivHra. TBou JeMCTBUS: BBICTYIMTh
MPOTUB Tpec/iefloBaresis, II0Ka3aTb €My, 4YTO €ro [JeuCTBUS OLeHWBAarTCs
HEraTVMBHO, TIOAJep)KaTb >KePTBY, KOTOPOW HY>KHAa IMCHMXOJIOTMYecKas IMOMOLb,

COOOIIUTEL B3POC/IBIM O (PaKTe arpecCUBHOTO TIOBe/IEHHS B CETH.

Mo6ounbHbIi TenedoH




CoBpeMeHHble cMapThOHBI M TUIAHIIIETHI COZiepsKaT B cebe BITO/IHE B3POC/IBLIM
(yHKIMOHaM, W Ternepb OHU MOTyT KOHKYPHUPOBaTb CO CTal[MOHAaPHBIMU
KomribioTepamMu. O/IHAKO, CPe/ICTB 3allUTHI [/ TI0JOOHBIX YCTPOMCTB IMOKa OUeHb
Masio. TecThpoBaHMe W TIOMCK YSI3BUMOCTeM B HMX TIPOMCXOJJUT He TakK
WHTEHCHBHO, Kak /7151 [1K, To »ke camoe KacaeTcst U MOOMIbHBIX TIPUTOYKEHUM.

CoBpemMeHHble MOOWIbHBIE Opay3epbl y)Ke TIPaKTHUYeCKH [JJOTHAJIN
HACTOJ/IbHbIE aHa/OTH, OJHAKO paciMpeHre (yHKIMOHAAa BjedeT 3a COOOM
OOMBIITYIO CJIO)KHOCTb ¥ MEHBIITYIO 3al[UIIeHHOCTb.

laneko He BcCe IIPOM3BOJAMTENN BBITYCKAalOT OOHOBJIEHMS, 3aKpbIBAIOIIIMe
KpUTUUECKHe YsI3BUMOCTH [I/Isi CBOUX YCTPOMCTB.

OcCHOBHBIE COBEThI /i/Is 0e30MacHOCTH MOOUIBLHOrO TesedoHa:

1. Byzb ocToposkeH, Be/ib Kor/ia TeOe rpe/ijiaratoT 6ecriiaTHbIN KOHTEeHT,
B HEM MOT'YT OBITb CKPBIThI KAKHE-TO TIJIaTHBIE YC/TyTH;

2. Hywmaiu, nipexxae yem oTnpaBuTb SMS, ¢oto umu Buzaeo. Thl TOUHO

3Haellb, I'je OHU 6y,£[}7T B KOHEUHOM uTore?

3. Heo6xoaumo 0OHOB/STH OMepaliOHHY0 CUCTeMY TBOero cMapTdoHa;
4. W cnonb3yit aHTUBUPYCHBIE MPOTrPaMMBbI /171t MOOU/IBHBIX Teie()OHOB;
5. He 3arpykail Npuio)KeHUsi OT HEM3BECTHOI'O MCTOYHMKA, Belb OHU

MOTYT COZiep>KaThb BpeZIOHOCHOe TIporpaMMHOe obecrieueHue;

6. [Tocie TOrO Kak ThI BbIMAEIIL C CaiiTa, T[e BBOAWI JINUHYIO
vH(bOPMaIHIo, 3aiiI1 B HACTPOUKH Opay3epa U yjanu cookies;

7. [Tepuoiuecky NpoBepsii Kakue TlaTHble YC/IYTW aKTWUBUPOBaHbI Ha
TBOEM HOMeEpE;

8. MaBaii cBoi HOMep MOOHIBHOrO TeredoHa TOMBKO JIFO/SIM, KOTOPBIX
ThI 3Haelllb U KOMY JIOBepsiellib;

9. Bluetooth fo/mKkeH OBITH BBIK/TIOUEH, KOT/la Thl UM He TI0JIb3YelllbCsl.

He 3abbIBali MHOTAA MPOBEPSITH 3TO.

OUIIMHT WA KPaXKa JTHYHBIX JaHHBIX
['naBHasg uenb ¢UIUMHT - BUAAa VIHTepHET-MOLIEHHWYEeCTBa, COCTOUT B

T0J/lyueHUH KOH(UAeHMaIbHbIX JJaHHBIX T0/b30BaTe/ieli — JIOTUHOB U MapoJiei.
Ha anrmmiickom si3pike phishing unraercsa kak dwummar (ot fishing — peiOHas
noBJist, password — naposb).

OcHoBHBIe COBeTHI 10 00pbOe ¢ PUIIMHTOM:



1. Cnegu 3a cBoMM akKKayHTOM. Ec/iud Tbl TOJ03peBaelilb, UTO TBOS
aHKeTa Obula B3710MaHa, TO HeoOXoAWMO 3ab/I0KMpOBaTh €e YW COOOIIUTH
aJIMMHHACTPATOPaM pecypca 00 3TOM KaK MOYKHO CKOpee;

2. Wcrnonb3yil Ge3omacHble Beb-caliTbl, B TOM UMC/ie, WHTEpPHeT-
Mara3suHOB U TTIOUCKOBBIX CHCTEM;

3. Vcrnonb3yi C/I0)KHBIE M pa3Hble Tapou. TakuM o6pa3om, eciau Tebs
B3/IOMAlOT, TO 3/I0YMBIIIJIEHHUKUA TIOyYaT [OCTYN TOJBKO K OJHOMY TBOEMY
npodu/Ito B CETH, a He KO BCeM;

4.  Ecmm Tebs B3OMand, TO HeOOXOAMMO TpeAYIpPeAWTb BCEX CBOUX
3HAKOMBIX, KOTOphIe J00aB/ieHbl y TeOsT B PY3bsiX, O TOM, UTO TeOs B3/I0OMajIi H,

BO3MO>XHO, OT TBOE€ro MMeHH1 6y,Z[ET PaCCbl/IaThCA CIlaM U CCBIJIKHM Hd Cl)I/IH_II/IHl"OBI)Ie

CaMThI;
5. YcraHoBu HaziexxHbIH aposb (PIN) Ha MoOUbHBIN TesedoH;
6. OTk/TIoUM coXpaHeHHe TapoJisi B 6pay3epe;
7. He oTkpbiBay ¢aiiibl U Ipyrye BIOKEHHs B MTUCbMax Jake ec/id OHU

TIPULLJIA OT TBOMIX JIpy3eil. Jlyuille YyTOUHU y HUX, OTIIPABJS/IM JIU OHU Tebe 3TU

(daibl.
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